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A Threat-Centric Approach

ATTACK CONTINUUM

AFTER

Discover Scope
Enforce Contain
Harden Remediate

Firewall Patch Mgmt IPS IDS AMD
App Control Vuln Mgmt Antivirus FPC Log Mgmt
VPN IAM/NAC Email/Web Forensics SIEM

Visibility and Context
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Compliance Segmentation
Security Intelligence Threat Defense

Management Secure Services

The Key to SAFE organizes the complexity of holistic security into Places in the
Network (PINs) and Secure Domains. PINs are reference examples of locations found in
networks, and Secure Domains are the taxonomic areas used to protect them
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Rethink Your WAN

Increase WAN capacity at lower costs

mission-Critical / SLA-Bound Apps

Branch
Non-Critical Apps / Backup WAN HQ / Data Center
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(0 DNA Center provisions ETA telemetry on network devices €I SecOps Sends Request to DNA Center to isolate threat

il Stealthwatch detects threats and alerts DNA Center v/l DNA Center confirms containment with SecOps App

B DNA Center Communicates Incident to ITSM and SecOps App Nl Security Operations confirms containment to ITSM
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Mﬁ" than ever

/ of employees now in
the branch®

Branch
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CIOs/IT leaders use mobile traffic
cloud-based 5 3 X growth predicted
infrastructure? ° by 2015*

growth in business
Internet video traffic
| from 2012 to 20173



ISE Technology Partner Application Visibility
& pxGrid Enhancements

Threat-Centric NAC

,!t Posture Asministration

AnyConnect Posture Enhancements ISE Setup for wireless
with Version 4.4
ACS to ISE Migration TrustSec / ACI Policy
Plane Integration
Dashboard Enhancements ISE DEFCON
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Devi dmi support device administration using the TACACS+security protocol
(SUIE3 el to control and audit the configuration of network devices.

o can reach deep into the network to deliver superior visibility into
D'_-p Asset Visibility who and what is accessing resources.

- Guest A fully customizable branded mobile and desktop guest portals , whit
42 ] ECSHpCCess dynamic visual workflows to easily manage quest user experience.

=
?‘\\\ consistent access control in to wired , wireless and vpn networks.
\( ‘) 'El CEEACCLUCIIE 302 | 1XMAC, web authentication and easy connect for admission control.

simplifies BYOD management whit built-in CA and 3rd party MDM

BYOD Access integration for on boarding and self-service of personal mobile devices.

§° s tati topology independent software-defined segmentation policy to contain
SYIE Ee network threats by using Cisco TrustSec technology

context sharing with partner eco-system to improve their overall

Threat Control efficacy and accelerate time to containment of network threats.
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perimeter or outer layer defense

ATP(advance threat protection)
Email and web security
IPS/IDS(INTRUSION PREvention system/intrusion Detection system)

Mid layer defense

NGFW(nextgen firewall) or UTM(unified threat management)
Data forensic
Security event monitoring(SIEM)

Host security
Data at rest and data in motion , DLP(Data leakage prevention)
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Firewall Intrusion Prevention

URL Filtering
)

Anti-virus Email Security

Application Control
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Anti-spam VPN
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Top 10 Malware - Breakdown
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Security Hardening

Patch Known  Closed Unused Enforce Password Manage Remove unneeded Remote

Vulnerabilities ~ Network Ports Complexity user Privileges Services Default Accounts
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PTES- Methodology

Pre-engagement

Reporting

Intelligence gathering

i Post-exploitation Threat modelling

Exploitation > ’ 4 Vulnerability Analysis
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